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ABSTRACT

Individuals need to be sufficiently digitally literate to (success)fully participate in our society due to the increased
mediation and redefinition by digital technologies. Full participation in contemporary society requires an individual to
be digitally aware. Serving as both a precursor and a successor, digital awareness will become increasingly prevalent
in education. However, no clear definition has been derived in scholarship yet, contributing to ambiguity in society
and education. Grounded in a scoping review of empirical research in the last nine years, 112 articles were included.
By separating scholarship on digital literacy, digital citizenship and a combination of the aforementioned, this review
displayed different foci on indications for awareness (e.g., a future link, its potential, and a comparison of, for example,
the use of digital technologies). The current review conceptualizes digital awareness as an precursor and successor of
digital literacy and citizenship—resulting in a conceptualization of digital awareness as “the degree to which an individual
is able to critically recognize and reflect upon the declarative, structural, procedural, and conditional knowledge and
understanding which are necessary to identify the necessities, opportunities, risks and consequences of the use of (future)
digital technologies in and across an individual’s public, work, and private lives”. Conceptualizing digital awareness
informs education (and policy) by contributing to conceptual coherence—as a precursor and successor of digital literacy
and digital citizenship—and by directing learning objectives related to digital awareness, literacy and citizenship to allow
individuals to become digitally literate for (success)full participation in society and education.
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1. Introduction

Individuals increasingly use digital technologies for a
range of purposes related to their public, work and private
lives, and consume a broad range of digital information ('],
To be able to participate in the current society, they are re-
quired to be sufficiently digital literate!?]. However, not ev-
ery individual or student is able to reach this goal due to, for
example, a lack of access to social and/or digital (re)sources,
a lack of engagement, motivation or difficulties to work with
digital technologies[?!. With increased digital mediation as
well as the impact and fast-paced developments of digital
technologies in education, the question arises whether it is
sufficient to describe students as being digital literate only

31, or in terms

in terms of acquiring skills or competencies!
of being socially and/or digitally included?!.

Combined with a lifelong learning imperative for both
educational purposes and full participation in the current
society, questions arise whether once a student has gained
digital awareness, followed by the status of being (somewhat)
digital literate or being a digital citizen, and whether that is
the final level for (full and successful) participation in educa-
tion and society. A lifelong learning imperative detains such
a final status and views digital literacy and citizenship as
processes 4l This process-oriented view requires continuous
personal development and resilience to what the education re-
quires from students. The definition of this concept needs to
align with the dynamic or process-oriented nature of digital
literacy and digital citizenship. By means of a scoping re-
view of empirical research, a definition of digital awareness
will be derived. In the following sections, digital literacy and
digital citizenship will be discussed, including an elaboration
of their conceptualization while acknowledging conceptual
shortcomings in the field. This is followed by addressing
two clusters for digital literacy and citizenship (i.e., capitals
and individual characteristics). Eventually, an evaluation
is presented whether and to what extent existing literature
allows for a definition of digital awareness and, finally, a
definition of digital awareness is proposed—in line with the

current lifelong learning imperative.

Digital Literacy and Citizenship

Throughout the years, researchers have designed and
adapted existing definitions of digital literacy as an attempt

(1,561 to make the definition and frame-

to capture its essence
work more inclusive to cover multiple contexts!” 1. For ex-
ample, to tailor a definition to specific educational contexts,

such as in primary educationl], secondary education ],

or higher education!!!: 1]

, or to give direction to future re-
search[®). Initially, digital literacy was referred to as a multi-
media literacy, including many forms of information (e.g.,
written or spoken texts, images, or sounds)[!3]. A more gen-
eral definition was provided by Gilster!®), who defined digital
literacy as “the ability to understand and use information in
multiple formats from a wide range of sources when it is pre-
sented via computers...”. This definition—that does not refer
to necessary skills, competencies, or attitudes to make sense
of working with digital technologies—moves beyond views
of digital literacy merely as a collection and accumulation
of technical skills. Moreover, more recent research empha-
sizes “a plurality of terms associated with digital literacy” 14,
Whereas some researchers might label the change from digi-
tal literacy to digital literacies as fashionable!'*], the plural
form is frequently used in scientific research & 16171 A]-
though several researchers believe digital literacy is learned
in more informal ways[> '8 Eshet-Alkalai describes it as

a “survival skill in the digital era”[!]

. This description is
largely derived from the context of formal education and,
therefore, highlighting the role of educational institutions
to sufficiently prepare students for full participation in our
society. Consequently, with formal education being the main
facilitator of (success)full participation in our society, ex-
plicitly describing knowledge, skills, competencies, and/or
attitudes is necessary. As a result, this will allow curricula to
be responsive to these requirements.

Despite the plethora of research conducted on digital
literacy and the different disciplinary backgrounds this is
rooted in, has resulted in a lack of consensus about digital
literacy frameworks, with variations in width, detail, and po-
sition of digital literacy to other literacies!!!- 2%, Within this
plethora of research, digital literacy and digital citizenship
are interlinked: they can encompass similar activities and
acts. However, it is essential to distinguish the concepts to
avoid conceptual confusion®!). Whereas digital literacy can
be ascribed as more specific, e.g., in terms of knowledge,
skills, competencies, and attitudes, digital citizenship can be
defined as “the self-creation and self-assertion of citizens

. . . . o I
as active participants in society through digital acts” ) It
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appeals to different levels of society (e.g., individual, soci-
etal, and global level) and describes “the centrality of digital
infrastructure in contemporary social interactions, the im-
plications for people’s identities and forms of belonging,
and the active self-creation of citizenship in digital environ-
ments” %2 A frequently used framework of digital citizen-
ship lists three overarching goals (i.e., respect, educate, and
protect) and nine elements[?*], applicable to public (citizen-
ship, education), work, and private lives. Whereas digital
literacy can be directly linked to learning objectives, the goal
of “(full) participation in society” can be—in particular for
young(er) students—perceived as dormant. The increased
mediation by digital technologies, for example by emailing,
blogging, collaborating, coding, and tweeting, allows indi-
viduals to perform, enact, and create their role on the different
levels of society ??]. Younger students will do this—in most
cases—under parental and/or teacher supervision until they
get older. While performing, enacting, and creating roles
in society outside educational hours, individuals—such as
(young) students—might encounter both positive and neg-
ative aspects of and in the use of digital technologies, on
account of digital technologies providing both opportunities
and challenges.

The current scoping review explores whether and to
what degree the concept of digital awareness is present in
existing literature on digital literacy and digital citizenship.
The main research aim can therefore be captured into two

main research questions:

RQI: To what degree does existing research about digital
literacy and digital citizenship provide conceptual as-
pects for digital awareness, consisting of mentioning
(digital) awareness with its subjective orientation (i.e.,
positive or negative), terms related to awareness, and
how dynamic (i.e., applicability and transferability to
other contexts) the concept is?

RQ2: What conceptualization of digital awareness, based on
aspects in existing literature about digital literacy and

digital citizenship, can be derived?

2. Materials and Methods

The sample consists of peer-reviewed English scientific
articles, published in the last nine years (November 2015
until June 2024). The research was updated in July 2024

(extending the timeframe until June 2024). Given the rapid
development of digital technologies, changes in their use in
everyday life and growing policy interest and educational
practices in digital literacy and citizenship, this is a relevant
timeframe. To guarantee that research from relevant disci-
plines was included, articles were obtained from the search
databases ERIC, SocINDEX, Communication & Mass Media
Complete, and Library, Information Science & Technology
Abstracts (LISTA). The search string used was designed to
include as many relevant articles as possible: (‘digital’ OR
‘digitalization”) AND (‘aware*’ OR ‘resilien*’ OR ‘liter*’
OR ‘illiterate’ OR ‘citizen*’). Referring to part 1 and part
2 respectively of this search string, part 2 had to occur near
part 1 (i.e., five words). This search string was used in a
preliminary search to examine how many hits each search
engine provided. The goal of this preliminary search was
twofold: (a) to determine whether relevant literature would
be included in the current review, and (b) to select a suitable
manageable time frame (e.g., five or ten years). It turned
out that a time frame of five year resulted in a representative
sample of relevant articles albeit the update of our research
extended this timeframe with four more years of research.
In order to be included in the current systematic review,

articles had to meet one of the following criteria:

1. Studies involving general and special needs education
and/or work-related practices;

2. Studies involving social media platform use (e.g., Tik-
Tok or Instagram);

3. Quantitative outcomes obtained from human on indi-
vidual or group level, including validation of specific
instruments;

4. Manuscripts explicitly mentioning (a) digital literacy,
(b) digital citizenship, or (c) a combination of digital

literacy and citizenship.

The following exclusion criteria were used to narrow

the scope:

1. Studies primarily focused on user experience or (game)
design with a digital device or technology (e.g., to test
if a specific mobile application matches its purpose or
computational models);

2. Studies primarily focused on awareness measured with
or by a digital device, technology, and/or company

(e.g., tracking awareness of breast cancer by means of
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a mobile application, or tracking [health] devices in
general) or training (e.g., navigation training);

3. Studies focused on using digital devices for (research
of) illegal practices (e.g., stalking and/or sexual as-
sault), offensive language, and/or addiction;

4.  Studies reporting on technological forecasting, remote
sensing, and/or migration (e.g., of historical, geograph-
ical, and/or architectural phenomena; e.g., historical
trackways in forests or mobility);

5. Studies reporting on outcomes from medical (physi-
ological) imaging, material or development for engi-
neering or supply chain developments, and/or imaging
related to architectural purposes;

6.  Studies focused on (analysis of) digital art, music,
films/movies, and/or literature (e.g., translations and/or
archival research/practices);

Studies focused on and/or including celebrities;
Reviews (systematic or literature reviews, meta-
analyses, frameworks, [re]conceptualizations, proto-
cols);

9.  Grey literature (dissertations, theses, books or book

chapters, conference papers) or editorials.

In total, the initial search provided 1359 hits and during
the first phase all abstracts were scanned for the inclusion
of the word ‘digital’ in combination with terms related to
(iD)literacy, awareness, resilience, or citizen(ship), by either
specifically mentioning the term, with a similar description,
or placed within five words after ‘digital’. Removing the du-
plicates from the sample and applying the in- and exclusion
criteria to the remaining articles resulted in 65 articles that
were included in the coding process. The updated research
yielded an additional 452 hits. With a similar procedure, we
derived seven articles to be included.

After systematically searching scientific literature and
updating this accordingly, the emphasis on the concept of
digital awareness appeared more crucial after the COVID-19
pandemic?#l. Therefore, a secondary literature search was
conducted—after the updated search—with only the search
term “digital awareness” alongside the in- and exclusion cri-
teria. This search covered the complete timespan: 2015 until
2024. This secondary search yielded 39 hits and we derived
nine articles, in which three were included.

To ensure methodological quality of this review, the As-

sessment of Multiple Systematic Reviews (AMSTAR) was

used (23],

This tool provides an overall judgment whether
required elements of a (systematic) review were included
and emphasizes which methodological decisions could have
been implemented better. The AMSTAR was administered
throughout the process to provide input for the discussion of
main findings and the study’s limitations. In addition, in the
update of this research, the PRISMA checklist for updated
(systematic) reviews was used alongside the flowchart for

updated reviews (see Appendix A Figure A1).

Coding of Variables

The coding scheme was developed beforehand to deter-
mine variables that matched the research questions. These
variables covered two main categories. First, methodological
and study characteristics (e.g., age, research setting, and sam-
ple), related to the research design of the included studies.
Second, potential aspects of (digital) awareness (e.g., explic-
itly mentioning [digital] awareness, creation, critical, future
link, potential, and comparison). These aspects should explic-
itly mention the terms ‘awareness’ and/or ‘digital awareness’,
terms often related to awareness such as ‘critical’ and a future
link, and whether the concept of digital literacy and citizen-
ship is described as a dynamic rather than static concept. In
addition, inductive open coding was used to further refine
the categories of aspects of digital awareness.

The articles were coded dichotomously (i.e., yes or no)
according to whether the term ‘digital literacy’ (or ‘digital
literacies’) and/or ‘digital citizenship’ was mentioned. This
creates three main bodies of scholarship: one focused on digi-
tal literacy, one focused on digital citizenship, and one with a
combination of the two aforementioned concepts (themes A, B,
and C respectively). This distinction was considered relevant
in the current review because digital awareness subsumes a
different position in articles focused on digital literacy than in
articles focused on digital citizenship. A fourth theme (theme
D) was created with the search term ‘digital awareness’.

In addition, results will be presented on both article-,
study-, and case-level. Methodological and study character-
istics will be displayed on article-level, whereas the variables
of the three themes will be presented on case-level. Each
article can report on multiple studies or experiments with
more than one digital literacy or citizenship measure neces-
sitates presenting the results on case-level. The 112 included
articles report on 117 studies and 128 cases.
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3. Results

3.1. Methodological and Study Characteristics

The sample contained studies from a broad range of dif-
ferent countries, reflecting the international nature of digital
literacy and citizenship, and the scope of research. For 32 out of
112 articles the country or origin of the participants was explic-
itly mentioned in the article (28.3%). The remaining 81 articles
did not display this country- or origin-specificity (71.7%). For
the majority of the articles, it was unclear in which language the
measures were implemented (see Table 1). The identified lan-
guages comprised Bengali and French (amongst others), each
pertaining to 0.9% of the total number of articles. One article
(0.9%) used both Chinese and English materials.

Table 1. Frequencies and Percentages of Language, Education, and
Educational Level.

Characteristic Frequency Percentage(%)
Language
English 34 30.1%
Turkish 6 5.3%
Spanish 2 1.8%
Unclear 61 53.9%
Education
General education 67 59.3%
General work 10 8.8%
Special needs education 1 0.9%
Other 10 8.8%
Combination 25 22.1%
Educational level
Higher education 46 40.7%
High school 3 2.7%
Middle school 3 2.7%
Primary school 6 5.3%
Combination 15 13.3%
Other 2 1.8%
Universal/all ages 33 29.2%
Unclear 5 4.4%

The setting in which the studies were conducted is dis-
played in Figure 1. For example, in the category that com-
bines settings, the work by Wang and Xing included both

(261 Van de Oudeweetering

teens and parents as participants
and Voogt examined the family environment and digital liter-
acy and the education of critical citizens—therefore, covering
public, and private lives?”]. Three articles were listed as other

(2.7%; e.g., “older adults” without further specification)2%.

Other; 3%

Combination;
15%

Private lives; 7%

Work lives; 12% Public lives; 63%

Figure 1. Distribution of Studies in Setting.

When it comes to the target group of the studies, we see
a clear focus on students and education (see Table 1). The
articles reported on a target group labelled as other (7.7%).
For example, Altinay et al. studied disabled citizens to ex-
plore the role of social media tools in creating accessible
tourism 2%,

In terms of educational level, most articles could be
assigned to belonging to higher education (see Table 1). In
fifteen articles the participants could be assigned to a combi-
nation of educational levels (13.3%). More specifically, in
the studies conducted by Kim and Choi ], participants were
aged 11 to 15 years and 11 and 14 years for the pilot and the
main study respectively. Both studies included participants
with ages stemming from middle and high school. The la-
bel other was assigned to an article with education from the
private sector 3!,

Finally, an age-range was mentioned in 35 articles
(31.0%). More specifically, Altinay et al. mention five se-
quential age-ranges and cover an overarching age range of
18 until 64 years old!*°1. In 54 articles the age of the par-
ticipants was unclear (47.8%). Eight articles displayed the
age of the participant by, for example, mentioning the grade
level, or with general categories. Fourteen articles mentioned
the average age of the participants (12.4%). The average
age of the participants in the current sample—based on four
articles—was 30.38 years (SD = 12.60; min. 12.60; max.
49.00).

3.2. Indications for Digital Awareness

Table 2 lists number of articles pertaining to digital
literacy, digital citizenship, and a combination of the afore-

mentioned. While all 65 articles presented indications for
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digital awareness, only one explicitly mentioned the concept ments in the SAFE framework for digital citizenship scale of
while none of the studies presented a definition. Kim and Choi  youth[3%; however, the article which focused on both digital

listed digital awareness as part of the ethics for digital environ- literacy and citizenship does not elaborate on this awareness.

Table 2. Themes with Corresponding Frequencies and Percentages for Included Articles.

Theme Frequency(%) Frequency Studies(Cases)
Digital literacy 95 (61.6%) 98 (105)
Digital citizenship 19 (26.0%) 27 (31)
Digital literacy and digital citizenship 13 (12.3%) 12 (12)
3.2.1. Digital Literacy mentioned the following related aspects of awareness (listed
from most to least): critical, creation, potential and future

Although the concept of digital awareness was not

35831 In addition, the majority of the

cases described in the articles (n¢gses = 26; 29.5%) allowed

the concept of digital literacy as something continuously

. . . link, and a comparison!
specifically mentioned, 51 out of 88 cases mentioned ‘aware- P

ness’ as such (58.0%). In twelve cases (13.5%), this aware-

ness was related to something positive, such as gaining } .
) ) ] ) ] open for improvement and change, meaning that the concept
knowledge or increasing specific experiences or “...by inter-

2 [31]

) i ) o can be considered dynamic. For example, Powers et al. re-
acting with their colleagues who are competent in this .

port on the dynamic nature of digital literacy by explicitly
Nine cases mentioned negative aspects (10.2%), related to cy-

mentioned that digital literacy is constantly evolving—em-
32,33

berbullying and privacy-related matters*> 33!, Both positive

phasizing the dynamic nature of the concept®*). Two cases

and negative aspects of awareness have been mentioned in  yore [abelled as being static (2.3%), meaning that the ar-

31 cases (35.2%). For example, Clark and Simpson referred  ticle did not explicitly mention whether digital literacy is
to the “increased awareness of the rapidly approaching need  continuously open for improvement and/or change. For the
for employment”**], highlighting both job opportunities and  remaining 60 cases, the dynamicity of the concept was un-
hinting towards potential knowledge and/or understanding clear (68.2%), as a result of the concept of digital literacy

gaps to fill in these jobs. Table 3 displays how many cases remaining undefined and/or unconceptualized.

Table 3. Aspects, Frequency, and Examples Theme A: Digital Literacy B>,

Frequency*
(ncases)

A Critical 71 80.7% «.. foster critical thinking...” .

«

Theme  Aspect Percentage Examples

...a critical vision of the technological environment...” ¢,

13

...while demonstrating a critical awareness of the designs, algorithmic
processes and datasets that constitute these platforms 7.

Creation 70 79.5% “...to create, share, and understand meaning and knowledge in a digital
environment. ..” %,

«...texts or visuals created with digital tools...” 3,

“...the students created narratives on topics such as paleontology, forces,
genetics, Pythagoras’ theorem and cell structures” %!,

“...including using Al to create vocabulary games for learning new En-
glish words, seeking real-time grammar feedback from Al to enhance
English grammar proficiency, and engaging in topic-specific conversa-
tions...” 7,

Potential 58 65.9% «...the potential to transform teaching and learning”®*.

“...chatbots have demonstrated remark able potential in accomplishing
natural-language tasks...” 7).
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Table 3. Cont.

Theme  Aspect f;:j:l:;cy* Percentage Examples
A Future link 50 65.9% «...may influence their future competencies and skills...” !,
«...lifelong learning in the future workplace...” !,
“...in a way that safeguards environmental, social and economic wellbe-
ing, both in the present and for future generations” %,
Comparison 21 23.9% “Visual mode results were higher with addition of non-digital elements

as compared with pure digital images only

»[43]

“...influence their future competencies and skills

»[41]

Note. * One case could mention one or more aspects.

3.2.2. Digital Citizenship

Sixteen out of 24 cases mentioned ‘awareness’ (66.7%).
Of these cases, one was predominantly positive and only two
focused on predominantly negative consequences [+ %], As
Styron et al. exemplified: “Awareness levels of teacher and
principal preparation students to identify acts of cyberbully-
ing, perceived awareness of and preparedness for incidences

451, Eleven cases reported on both posi-

of cyberbullying..
tive and negative aspects of awareness (45.8%). For exam-
ple, [#] explicitly mentioned that students may lack digital
citizenship qualities (negative aspect) such as “the ability to

use technology safely, responsibly, critically, productively,

and civically” (positive aspects). In addition, Altinay et al.
argued: “Education for the awareness and applications will
become strategic actions to remove barriers of disabled” [>°].
For ten cases the subjective orientation was unclear (41.7%).

Table 4 displays the aspects often related to awareness
(listed from most to least) [ —3!1. The majority of the cases de-
scribed in the articles (ncases = 6; 25.0%) allowed the concept
of digital literacy to be dynamic, as exemplified by the follow-
ing texts: “...to enhance the concept of digital citizenship” and
“...to increase instilling digital citizenship values...”%?]. Six
cases were labeled as static. Twelve cases were labelled as

unclear without indications of dynamicity (50.0%).

Table 4. Aspects, Frequency, and Examples Theme B: Digital Citizenship >",
Frequency*
Theme  Aspect q y Percentage Examples
(ncases)
B Creation 16 66.7% “...the current digital technology that is used and what will be applied in
future...” ™7,
“More students reported that they knew how to create an online survey
after the workshop” 8.
Future link 15 62.5% «...browses questions and solutions created by peers...”*).
Critical 14 41.7% “...to exercise critical thinking toward information...”*,
“...stressed the critical importance of good organisation and instructional
design...”B%,
«...Such a digital citizen is more likely to possess critical literacy...” .
Potential 13 54.2% “The full potential of LMSs can be realised through the alignment of
online activities...” .
“...to assess the familiarity, potential harm and frequency of each type
of cyberbullying,...” .
«...when Internet users became potential contributors of information...” ¢,
Comparison 10 41.7% “...compare international with US students’ levels of digital citizenship” ",

“When asked to compare their use of computers and cell phones regarding
internet access,...” 8,

Note. * One case could mention one or more aspects.
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3.2.3. Digital Literacy and Digital Citizenship

All thirteen cases mentioned ‘awareness’. Ten out of
thirteen cases reported on both positive and negative aspects
of awareness (76.9%), as exemplified by the following text
from Kim and Choi: “local/global awareness” extended with
“...citizenship awareness in the digital age to provide effec-
tive education and to facilitate culturally appropriate behavior

2 [30

online” 3%, One case (11.1%) primarily reported on negative

consequences: “...safe and responsible online interactions

1331, In addition, the au-

should be discussed with teens..
thors stated on page 10: “...the lack of awareness about what

was being taught...”. Two cases were labelled as predomi-

Table 5. Aspects, Frequency, and Examples Theme C: Digital Literacy and Digital Citizenship

nantly positive, stemming from the work by Karunanayaka
and Weerakoon %),

Table 5 displays how many cases mention the follow-
ing aspects (listed from most to least): future link, critical and
potential, creation, and comparison [26-3%:31.33,55-57] " Five
out of thirteen cases described in the articles allowed the con-
cept of digital literacy as something open for improvement,
meaning that the concept is dynamic (38.5%). As exem-
plified by Van de Oudeweetering and Voogt!?’], by placing
emphasis on fostering competencies. Two cases could be
labelled as being static (15.4%)[2% 391 For the remaining six

cases it was unclear how dynamic the concept was (46.2%).

[26, 30, 31, 53, 55-57]

Frequency*

Theme
(ncases)

Aspect Percentage

Examples

C Future link 11

84.6%

“...to help them self-regulate learning processes in future learning situa-
tions...” 5%,

“...students may adapt their capstone ePortfolio into a professional ePort-
folio for future uses” >,

«...to use these new skills on digital media projects in the future” >,

Critical 10

76.9%

«...apply critical thinking skills...” .

“...can critically review content from disparate general education
classes...” .

“...critical reflection...”.

«...to observe the entire education system in a critical way...” ¢,

Potential 10

76.9%

“...have the potential for guiding future model development and to further
influence positive social change by supporting parents and educators to
promote online safety and digital citizenship development” ],

«...to prevent potential dangers faced by youth...” 3%

“...amidst increasing concerns about cyberbullying and the potential for
hacking...”,

Creation 9

69.2%

“...to create multi-modal representations such as digital art and images,
video, audio, and websites...” ",

“...create communities in a different way from the older generation that
was born and grown in the industrial world”®!.

Comparison 5

38.5%

“...described their science teacher using technology a lot compared to
only about 8% of students reporting they used it a lot” "),

“...reflective capstone ePortfolio as compared to a professional presenta-
tion ePortfolio” ),

Note. * One case could mention one or more aspects.

3.2.4. Digital Awareness

Three articles explicitly mentioned the term “digital

»[58-60

awareness 1. Two articles did not provide a definition

of the concept®® %% whereas Chen et al. conceptualized

digital awareness as the importance of different aspects,
such as the use of Internet for a range of activities**). The
authors referred to the “penetration of digital awareness”.

A future link and comparison were mentioned in two cases,
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whereas critical and potential were mentioned in one case
(due to the low numbers of articles (cases), no percent-
ages will be reported on). Chen et al. referred to positive

31 such as the crucial role

aspects of digital awareness!
of the Internet for different activities alongside the trust
that individuals need to put in strangers. In a similar vein,
Mack et al. refer to “enhancement purposes”, highlighting
the positive effect of the use of Internet for a variety of
activities®8]. Last, Serdarusi¢ et al. emphasize both the
positive and negative aspects of digital awareness by dis-

cussing “the perceived risks and barriers associated with

the adopting Fintech solutions” (601,

3.3. Comparison Aspects Between Themes

The comparison of aspects listed in Tables 1, 2, and 3
and in-text for themes A, B, C, and D respectively is display
in Table 6. Comparing these aspects yield information about
potential prioritization or commonality—indicated by how of-
ten these are mentioned—of those aspects within that context.
In turns, this prioritization or commonality can be used for

theoretical and practical implications of digital awareness.

Table 6. Ranked from Most to Least Mentioned Aspects for Themes A, B, C, and D.

Theme
A B C D
Digital Literacy Digital Citizenship Digital Literacy/Citizenship Digital Awareness

Critical Creation Future link Future link/comparison
Creation Future link Critical/potential Potential/critical
Potential Critical Creation

Future link Potential Comparison

Comparison Comparison

Note. The slash between aspects means that the frequency is the same.

4. Discussion

The included empirical studies from 2015-2024 pro-
vided sufficient information to deriving a definition of digital
awareness, both as a precursor and successor of digital lit-
eracy and citizenship. The duality of that awareness might
cause conceptual challenges; however, these challenges can
be picked up by future research. Two requirements can be
derived for this definition, pertaining to the methodological
and study characteristics. First, the sample included research
stemming from international contexts. Notably, most studies
were conducted in a non-Western context and were partly
replicating previous research in a different setting. It shows
that no part of the world remains untouched by digitaliza-
tion. The take-home message from these differences and
similarities is that digital literacy and digital citizenship have
situational aspects as well as general, perhaps even transfer-
able, aspects. This emphasizes the necessity of deriving a
definition of digital awareness, that includes domain- and
situation-specific as well as generalizable components. Sec-
ond, the majority of the research included participants from a
large emphasis from general education, meaning two things:

(a) teaching digital literacy and citizenship to students pro-

vide the main context for research® 611 and (b) digital
literacy and citizenship are teachable concepts. Also, at the
intersect of digital literacy and digital citizenship—as sepa-
rate concepts—the combination is resembling individuals’
daily life as is nested in many areas!> %1,

RQI covers the degree to which existing research pro-
vides potential aspects of digital awareness. Digital aware-
ness was mentioned explicitly once, in items in the SAFE
framework digital citizenship scale of youth related to the
ethics of digital environments: “Students should be aware
of the order of others in the online digital environment and

1301 This item insufficiently informs

should obey the order
about what is meant with that. The majority of the articles
reported on awareness in general with a dominant focus on
both positive and/or negative aspects. This is preferred to
allow for a complete rendering of anything digital related.
Moreover, it allows students to develop a sense of ethical
digital behaviour 101,

The different themes—digital literacy, digital citizen-
ship and a combination of both—have different foci in re-
search, as corroborated by Yang et al.[®?]. Without reiterating
the results, this means that for each of these themes can prior-

itize different aspects. Again, this stresses the applicability of
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the definition in various contexts and, as a result, a process-
oriented view by capturing these differing prioritizations.
Yet indications for the dynamic nature of the concepts were
varied. The dynamicity within the themes varied between 50
to 80% of the cases. As a result, a lifelong learning imper-
ative seems more prominent, or possible, in certain themes
(e.g., digital literacy as compared to digital citizenship).
With ample mentioning of digital literacy and citizen-
ship as dynamic concepts, there are opportunities for includ-
ing digital awareness in definitions and frameworks related to
these concepts. Several potential aspects of digital awareness,
serving as input for its definition, were present in the sample,
such as mentioning both positive and negative aspects (e.g.,
consequences or knowledge) of engaging in digital technolo-
gies, involving critical thinking and/or a critical evaluation,
and comparing consequences and knowledge (amongst other
aspects). The concept of digital awareness appends digital
literacy and/or digital citizenship due to (a) their dynamic
nature, (b) the increased mediation of digital technologies in
the current society, and (c) a lifelong learning imperative '),
RQ2 focuses on establishing a conceptualization of dig-
ital awareness. No definition was provided in the three cases
that mentioned digital awareness. A definition focused on
one tool or platform remains too simplistic!?!. As a result,
digital awareness needs to include more than a single plat-
form and/or tool. The association of ‘awareness’ with terms
such as critical, potential, and comparison may imply that it

(631 With a distinction between aware-

is a higher order skill
ness as a precursor and successor. The depth with which the
aspects will be implemented might differ. Before mastering
functional skills, such as identifying, accessing and evaluat-
ing digital resources, constructing new knowledge, creating
media expressions, and/or privately and publicly communi-
cating with others (¥, a basic level of awareness is required.
Furthermore, awareness being conceptualized as dynamic in
the current sample indicates that digital awareness should be
conceptualized as a process rather than a product. This fits
a lifelong learning imperative!!-4l: digital awareness devel-
ops continuously throughout a student’s life and should be
applicable in a variety of contexts.

The majority of the research included both positive and
negative aspects of awareness. A faulty assumption is that
awareness is associated with or directed towards negative
aspects, such as harmful consequences (e.g., mentioned with

digital safety)[??], yet research including illegal practices
was excluded. A concept becomes better established when
both the positive and negative aspects are addressed. The
potential of digital technologies in terms of creation, compar-
ison, future links, and critical aspects requires more emphasis
in future research. Whereas the negative aspects of digital
technologies are crucial to protect students throughout their
learning process and in the current society, the positive as-
pects further develop the student and create possibilities in
terms of gaining knowledge, skills, and/or competencies.
Despite the absence of a sufficient description of def-
inition of ‘digital awareness’ in the current sample, it has
been proposed previously by Verma et al. to generally convey
the “ability to work with digital devices and environments
for research, communication, entertainment, etc.” (%], In the
methodology of the article, the authors specify digital aware-
ness as being “about different types of electronic gadgets
(digital gadgets) being used by the students, their favorite
gadget for communication, entertainment, Internet, and SM
access” %], Two arguments are proposed for why a (re)con-
ceptualization is necessary. First, the definition is imprecise
and does not provide sufficient detail to be used in a meaning-
ful way. More specifically, the question arises how ‘ability’
or ‘is used’ are operationalized. This raises the question if an
individual is digital aware when they are able to use a mobile
phone for a range of purposes. Raising this question evokes
a plethora of follow-up questions, such as questions about
the frequency of use and purpose. Furthermore, this leads
to a second argument: the term can hardly be distinguished
from other definitions of digital literacy (or from being digital
literate). For example, the definition of Martin focuses on
the “ability of individuals to appropriately use digital tools
and facilities” (%%, and Gilster mentions “the ability to under-
stand and use information in multiple formats from a wide
range of sources when it is presented via computers”[®]. In
contrary to the definition of Martin[®*, who includes an indi-
vidual’s awareness of appropriately using digital technologies
as well as “facilities to identify, access, manage, integrate,
evaluate, analyze and synthesize digital resources, construct
new knowledge, create media expressions, and communicate
with others”. This definition shows the dynamicity of digital
awareness as a concept, but also shows its complexity (i.e.,
broadness and depth), as indicated by the use of verbs. As a re-
sult, the current definition of digital awareness should display
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dynamicity and capture the complexity of the topic at hand

both as a precursor and successor—as previously emphasized.

4.1. Towards a Definition of Digital Awareness

The lack of consensus in defining and conceptualiz-
ing digital literacy and, to a lesser extent digital citizenship,
resulted in a broad range of interdisciplinary studies and ap-
proaches!” 81, Despite that this variety resembles a realistic
representation of the quantitative interdisciplinary research
conducted in this area between 2015 and 2024, the lack
of consensus about clear definitions of digital literacy and
citizenship obstructs research, policy and interventions. The
absence of a complete (i.e., dynamic and complex) definition
of digital awareness in the sample displays the necessity for
more conceptual coherence, starting with indications for digi-
tal awareness found in sample. Digital awareness is—similar
to digital literacy being perceived as being broader than sep-
arate literacies—more than a collection of awareness about
aspects of digital technologies. It bridges economic, cultural,
personal, political, and social aspects of behaviors, activities,
attitudes, values, and beliefs involved in digital technologies.
In addition, whether or not someone is digital aware is bi-
nary; however, once they are, the quality of the awareness is
relevant. The latter can differ between (groups of) students.
Moreover, digital awareness is a process, meaning that it is
continuously developing, following the mediation of digital
technologies in education and daily lives. As a result, the
definition for digital awareness is:

the degree to which an individual—or students—is able
to critically recognize and reflect upon the declarative, struc-
tural, procedural, and conditional knowledge and understanding
which are necessary to identify the necessities, opportunities,
risks and consequences of the use of (future) digital technolo-

gies in and across one’s public, work, and private lives.

4.2. Crucial Considerations for the Definition

For a student—or individual in general—to become digi-
tal aware the individual needs to have sufficient knowledge (i.e.,
the functional skills must be covered). The functional skills
can be conceptualized in different types of knowledge and un-
derstanding 4. Tapping into different types of knowledge,
declarative knowledge is viewed as static and refers to specific

knowledge about a topic and answers a what-question[*®!. For

example, laptops have an ‘on’ button and need to be recharged
when the battery is empty. Transferring this declarative knowl-
edge to new digital technologies, an individual might look for a
button to turn the device on despite not knowing how to operate
it. Structural knowledge refers to an understanding of how bits
of declarative knowledge fit together in a meaningful way and
can be viewed as a collection of what-questions*”]. Procedural
knowledge is dynamic and refers to knowledge and understand-
ing of how to implement strategies based on an individual’s
skills and abilities. Conditional knowledge refers to knowledge
and understanding about when to implement strategies based on

66,671 Tt provides an answer

an individual’s skills and abilities!
to a when-question, but also contributes to a why-question. In
the simplified example used previously, an individual needs
to be aware that the laptop needs to be charged when it does
not turn on anymore or when the percentage exceeds a certain
threshold (i.e., answering the why-question).

The level of declarative, structural, procedural, and con-
ditional knowledge and understanding an individual has, can
differ per digital technology. The interplay with age becomes
relevant. It can be directed towards unique characteristics
of hardware, software, and/or connection components, but
also refers to their interactions within and between them and
other relevant factors. Moreover, digital awareness relies
heavily on an individual’s intra- and interpersonal charac-

4, 68] ~ As a result, similar to digital literacies, the

teristics|
quality of digital awareness might vary according to life cir-
cumstances and experiences but also across different field
of expertise, educational levels, and generations.

The concept of digital awareness still needs further devel-
opment. The proposed conceptualization can offer a starting
point for this. Future research could focus on including the
concept of digital awareness in the theoretical framework of
(empirical) studies and further developing indicators, such as
individual characteristics and contextual aspects (i.e., situation-
specific aspects). This also means that (empirical) studies need
to include both theoretical and practical implications, such as in
and for education. The conceptualization of digital awareness
is not set in stone with this review, as the rapidly changing
digital world requires flexibility of actors and aspects involved.
A limitation of this review is that it only included quantitative
research. Other types of research, such as qualitative research,
grey literature, and reviews, may also contain useful aspects of

digital awareness to further refine the conceptualization. Theo-
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retical research often misses a practical component, which is
crucial for education. This offers an excellent starting point for
new research. Future research should focus on developing a
more unified definition and framework of digital literacy and
digital citizenship instead of adding new ones to the existing
repository of research to avoid conceptual confusion and am-
biguity. In particular, the plethora of literacies—aside digital
literacy—does not serve a purpose anymore; by adding more
literacies meaning will be lost.

That being said, future research can tap into age-related
aspects of digital awareness. Because digital technologies
are now part of society and education, older students display
variations of digital awareness than younger students, who
are brought up with other or more advanced digital technolo-
gies. Furthermore, digital awareness seems mostly present in
older individuals/students, or at least in individuals/students
that have mastered functional digital skills; however, that
calls upon research about digital awareness in early educa-
tional levels, such as primary and secondary education. The
challenges lie in further developing the concept of digital
awareness in such a way that it is generalizable across differ-
ent settings, yet with sufficient detail to be useful in research
and practice. These age-related aspects of digital awareness
might be crucial for policy and interventions. Special atten-
tion has to be paid to Al due to its increased popularity and/or

usel6% 70

1. Last, digital technologies also offer gamification
to prepare individuals for various aspects of society and edu-
cation"!], Therefore, it would be relevant to examine how

gamification can use to affect digital awareness.

5. Conclusions

The definition for digital awareness is as follows: the
degree to which an individual—or students—is able to criti-
cally recognize and reflect upon the declarative, structural,
procedural, and conditional knowledge and understanding
which are necessary to identify the necessities, opportuni-
ties, risks and consequences of the use of (future) digital
technologies in and across one’s public, work, and private
lives. This definition pertains to various types of knowledge
alongside functional skills such as critical thinking and re-
flecting. By addressing both advantages and disadvantages
the definition provides a more realistic rendering of the use

of digital technologies in different areas of individuals lives.
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